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Contact Arcserve Support

The Arcserve Support team offers a rich set of resources for resolving your tech-
nical issues and provides easy access to important product information.

Contact Support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles that contains the field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Support Global User Community to ask and
answer questions, share tips and tricks, discuss the best practices and par-
ticipate in conversations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve Support
product.


http://www.arcserve.com/support
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Chapter 1: Working With Disaster Recovery Appliance
for Hyper-V

The Arcserve UDP Cloud Direct Disaster Recovery Appliance is a virtual appliance

that enables Site-to-Site virtual private network (VPN) connectivity between a cus-
tomer’s On-premises environment and recovered systems in the UDP Cloud Direct
environment.

This section contains the following topics:

Veerify PrereqUiSIteS .o 2
Download Disaster Recovery Appliance for Hyper-V ... .. ... 3
Deploy Disaster Recovery Appliance On-premises for Hyper-V ... 5
Configure the Network Interfaces .. ... o i 10
Complete Disaster Recovery Appliance Configuration in Portal .......................... 19
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Verify Prerequisites

Verify Prerequisites

Prerequisites for deploying the UDP Cloud Direct Disaster Recovery Appliance:

® Virtual compute resources (runs on VMware vSphere, Microsoft Hyper-V, and
Oracle VirtualBox)

+ 512 MB RAM
+ 2 GB HDD
® |P address for the internal network interface.

® Publicly accessible IP address (not behind a firewall or NAT) for external con-
nectivity.
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Download Disaster Recovery Appliance for Hyper-V

Download Disaster Recovery Appliance for Hyper-V

Follow these steps:

1. Log into the UDP Cloud Direct Portal.

Login

Account Email

Password

Click here for Ping Identity
Forgot your password?

2. Click the Disaster Recovery tab.

arcserve UDP CLOUD DIRECT

Systems  VMware Disaster Recovery

3. Click the Configure & IP Takeover from the Connect Site-to-Site box.

Connect Site-to-Site

Access your active VMs by connecting your loc
if you're in the office (or have acc

[ak]

netwark with our cloud network. Use this

] [{ ¥]

" company VPN) and if have a partial

disaster with only some of the systems on your site down.

Configuration & IP Takeover

Note: At least one virtual instance must be activated to see the connectivity
options.
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Download Disaster Recovery Appliance for Hyper-V

4. Download the UDP Cloud Direct Disaster Recovery Appliance for Hyper-V.

Site-to-Site Setup

1. 2. (optional)
Deploy Appliance Configure IP Takeover

Download
& For VMware & For VirtualBox & For Hyper-V
Instructions Instructions Instructions
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Deploy Disaster Recovery Appliance On-premises for Hyper-V

Deploy Disaster Recovery Appliance On-premises
for Hyper-V

After download, you need to deploy UDP Cloud Direct disaster recovery appliance
On-premises for Hyper-V.

Follow these steps:

1. Open Hyper-V Manager

[, Server Manager M[=] E3
Fle Acion View Help
&5 2mE=
B §° Roles S ;- 2\{FF 5| OGN
B G Hyper¥ virtual Machines m )
B 33 Hyper-¥ Manager .
B Name =~ [ State | cPUUsage
A WIN-2VFPSLOEHAL = Import Virtual Machine..
1 93 web Server (115)
&l Festures “| Hypesr-¥ Settings.
i , Diagnostics =¥ vi
i I Correeraen T virtual Netwark Manager .,
55 Sorage | i EdRDisk.,
A
- () Inspect Disk.
Snapshots =
i (®) Stop Service
Mo vitusl machine selected. | 2 Remove Server
4 Refresh
Ve »
H nee
Details
Moitenn selected
. | sl | |

2. Select the option Import Virtual Machine... from the Actions pane.

Actions
WIN-2¥FPSLOBMAD -
e »

| Import Yirkual Machine. .,

3. Browse to specify the location of the UDP Cloud Direct Disaster Recovery
Appliance download, select the check box of Copy the virtual machine (create
a new unique ID), and click Import.
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Deploy Disaster Recovery Appliance On-premises for Hyper-V

B import virtual Machine

Specify the lozation of the folder that containg the vitual machine files,

Location: |C:A0 owrloaddércserve DR Appliancey Browse |

— Settings

Impart settings:
" Move or restore the vitual machine [use the existing unique 1D)

" Copy the vitual machine (create a new unique 10)

| Duplicate all files sothe zame wirtual machine can be imported again

The same virtual machine cannot be imported again if you do not copy the files unless you
have backed them up to another location first.

Import I Cancel |

4. Once the appliance is imported, select Settings... from the Actions pane

E;;j Conneck. ..

;__ Settings. ..

5. Configure the two network adapters.

Note: One adapter should be on your internal network, while the other
should be publicly accessible (not behind a firewall or NAT).

® Configure Network Adapter 1 to use your internal network.

@ settings for Arcserve DR Appliance M B
[arcserve DR Appliance | b |G
|# Hardware 21| [ petwork Adapter
¥ dd Hardware
] 10 Specify the configuration of the network adapter or remove the network adapter.
Boot from D Metwork:
W Memory Local Area Connection - Virtual Metwork. |
512 MB

—MAC Address
I} Frocessor
1 virtusl pracessor

= EE IDE Controller 0 £ Static

Hard D
= :r’:savll\;enk Appliance.vhd lE IE 'E "E 'F 'lE

= B IDE Cantroller 1
{4 DVD Drive
Mone
CS1 Controller

% Dynanic

I | Enable spoofing of MAC addresses

™ Enable virtual LAM identification
[ ULAR ID
The YLAR identfier specifies the virtual LA that this virtual machine wil use For &l
0 Nekwork Adspter network communications through this network adapter.
External - Yirtual Network.
2
T comt
Hane

-
u

Ta remave the network adapter from this virtual machine, click Remave.,

T comz
Hone Remove
T Diskstre Drive
@ Use alegacy network adapter instead of this network adapter to perform a

e
o= network-based installation of the quest operating system or when integration
# Management services are not installed in the guest operating system.
1) M
L :’”e - 1 Some settings cannot be modified because the virtual machine was running when
reserve DR Applance this windaw was opened. Ta modify a setting that is unavailable, shut dawn the
%] Inkegration Services virtual machine and then reopen this window.

Al services offered
1% Snapshot File Location

Ciilsers|Administratar\Downl, ., —
19 Automatic Start Action

Restart if previously unning <]

oK | Cancel Zpply

® Configure Network Adapter 2 to use the external publicly accessible

6 Arcserve Cloud Direct DR Network Appliance Hyper V Guide



Deploy Disaster Recovery Appliance On-premises for Hyper-V

network.

BB settings for Arcserve DR Appliance [_[CIx]
[rcserve DR Appliance | b |G
|# Hardware 21| [ wetwork Adapter
A Add Hardware:
L 05 Specify the configuration of the network adapter or remove the network adapter.
Boot fram CD Network:
W Memory External - Virtusl Network I |
512 MB
—MAC Address
2 Frocessar
1 Virknal processor 45 Dynamic
= [ IDE Controller 0 £ static

Hard Dr
e ceerve oR Applsnce shd B EER I N i

= [ 1DE Controller 1
I™| Enable spoafing of; MAC sddresses

&4 DVD Drive
Hone
% 5CS1 Contraller ™ Enable virtual LAN identification
U metwork Adapter —YLAN I
Local Area Connection - Virtual ... The YLAN identifier specifies the virtual LAN that this virtual maching wil use For all

network communications through this network adapter.
2
To remave the network adapter From this virtual machine, dick Remave:

Mone Remave

Id Disketee Drive

@) Use a legacy network adapter instead of this network adapter ko perform a

Mo
e network-based installation of the: guest operating system or when integration
|# Management services are not installed in the quest operating system.
1] Mame ;

e O Aaplance /1. Some settings cannot be medified because the virtual machine was running when
this window was opened. Ta modfy @ setting thak is unavaiable, shut down the
L Integration Services wirtual machine and then reopen this window,
All services offered

1% Snapshot Fie Location
Cr\Users\dministratoriDawno. .. —1
19 Automatic Start Action
Restart  previously running |

oK | Cancel fipply.

6. Click OK to save the changes to the appliance settings.

7. Now, start the imported appliance by selecting Start in the Actions pane.

Arcserye DR

E;;j Conneck. ..
=7 Settings. ..

= =]

@ start

The running virtual appliance appears in the Server Manager console under
Virtual Machines.
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Deploy Disaster Recovery Appliance On-premises for Hyper-V

E,: Server Manager

Fie Action Wiew Help

s | 2o HE

T Eewer Manager [WIN-2VFPSLOEM
B g Roles

=l B Hyper-v

= 243 Hvper-¥ Manager
5 3 WIN-2¥FPSLOEMAL

4| W5 Yeb Server (115)

i Fesbures
H , Diagnostics
# i Confiquration

q e
#H =5 Storage

4 | [

M=l E3

WIN-2Z¥FPSLOBMAD Actions

.\'irtud Machines
MNarme =~

e DR Appliance

State

Riunning

|
Snapshots

Arcserve DR Appliance

The selected wriual machine has no sn

Created: 3/21/2006 4:08:53 PH

w Motes: Mone

Hea

Bzl

"]

WIN-2VFPSLOSMAL

flew
_sp Impork Wirtual Machine. .
“- Hypesr-¥ Settings...
Wirtual Mebwork Manager...
Edit Disk...
Inspect Disk...,
Stop Service
7% Remove Server
3 Refresh

Wiew
ﬂ Help
Arcserve DR Appliance
e
_;_f_ Settings. ..
(8) TumnOff...
@ shut Down...
it

8. Select Connect... in the Actions pane to connect to the virtual appliance.

Arcserve DR Appliance -

=, Connect...
=¥ Settings...
Turn OFF. ..

Shut Dawn, ..
m -

The Welcome screen appears.
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Deploy Disaster Recovery Appliance On-premises for Hyper-V

Arcserve DR Appliance
Helcome to the Arcserve Disaster Recovery fAppliance.

This appliance will help 4you set up a Site-to-Site YPW hetween
your Arcserve Cloud and your local network. In addition, it allows
for IF Takeower configurations to be applied so that failowvers
appear seamless for your end users.

Let's start by configuring your network interfaces.
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Configure the Network Interfaces

Configure the Network Interfaces

After deployment, you need to configure the network interfaces of the UDP Cloud
Direct Disaster Recovery Appliance.

Follow these steps:
1. Asthe Welcome screen appears after successful deployment of the virtual

appliance, press Enter.

Arcserve DR Appliance
Helcome to the Arcserve Disaster Recovery Appliance.

This appliance will help you set up a Site-to-5ite WPN between
your Arcserve Cloud and your local network. In addition, it allows
for IP Takeover configurations to be applied so that failowers

appear seamless for your end users.

Let's start by configuring Jyour network interfaces.

You are led to the menu to configure the network interfaces. Here, you will
configure the IP address for each network interfaces and also the static
routes and DNS server addresses.

Configure Metwork Interfaces y
Select item to configure:

Bl B

ethil -

Routes Configure static routes

DNS Configure DNS serwvers

Done Finished network configuration, continue

<Exit Configuration:

2. Perform the following steps to configure interface ethO:
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Configure the Network Interfaces

a. Select No when asked if you want to use DHCP with ethO.

Configure Interface ethod 7
Would you like to use

DHCP to caonfigure

interface etho?

< YBS

b. To configure the IP address and subnet mask for ethO, use the arrow
keys to move between the IP address and Netmask settings.

Configure Interface etho
Enter new =settings for

IF Address
Netmask

<Cancel>

Configure Interface
Enter new settings for

IF Address
Netmask

<Cancelx>

c. Press the Tab key to select OK, and then press Enter to return to the
main menu

Configure Interface etho
Enter new settings for etho

IF Address
Metmask

BT <Cancels
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Configure the Network Interfaces

3. Perform the following steps to configure interface ethl:

a. Select No when asked if you want to use DHCP with eth1.

Configure Interface ethl T
HWould you like to use

DHCF to configure
interface ethi?

¢ ves > [HREEE

b. Configure the IP address and subnet mask for ethl. Use the arrow keys
to move between the IP address and Netmask settings.

Configure Interface ethil
Enter new settings for ethil

IF Address

<Cancel:

Configure Interface ethil
Enter new settings for ethi

IF Address

<Cancel:

c. Press the Tab key to select OK, and press Enter to return to the main

12 Arcserve Cloud Direct DR Network Appliance Hyper V Guide



Configure the Network Interfaces

menu.

Configure Interface ethl
Enter new settings far

IF Address
Metmask

T <Cancely

4. Perform the following steps to configure static routes::

Configure Wetwork Interfaces
Select item to configure:

etho 10.22.1.130/24
ethi 8.5.243. 24523

DHS Configure DHNS servers
Done Finished network configuration, continue

< ok <Exit Configuration:

We recommend to add default static routes for both the internal and
external gateways.

Configure Static Routes
Select a route to edit aor
delete

fdd a new route

<Cancelx
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Configure the Network Interfaces

a. Select Add to provide a new static route.

Configure Static Route 7
Enter new route information.
Ta set the default route, enter
0.0.0.0 for Destination and Netmask

Destination
Netmask
Gateway

< 0K » <Delete> <Cancel:

b. Configure a static route for the external gateway using the following
steps:

We recommend to configure a default route, with a value of 0.0.0.0 for
the destination and a value of 0.0.0.0 for the netmask.

i. Enter the IP address of your external gateway.

Configure Static Route
Enter new route information.
To set the default route, enter
0.0.0.0 for Destination and MNetmask

Destination
Netmask
Gateuway

BT cleter  <Cancel:

ii. Press the Tab key to select OK to return to the menu to
configure static routes.

c. Configure a static route for the internal gateway.
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Configure the Network Interfaces

Configure Static Route
Enter new route information.
To set the default route, enter
0.0.0.0 for Destination and Netmask

Destination
Metmask
Gateway

M ocleter  <Cancels

i. Enter the IP address of your external gateway.

ii. Press the Tab key to select OK to return to the menu to
configure static routes.

Configure Static Routes
Select a route to edit or delete

(0.0, 0/0fMcateway:E.5.242. 1
10.0.0.0/8 Gateway:10.22.1.1
Add fdd @ new route

d. With the static routes configured, press the Tab key to select Cancel to
return to the main menu.

5. Perform the following steps to configure DNS servers:
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Configure the Network Interfaces

Configure Metwork Interfaces
Select item to configure:

ethi 10.22.1.130/24
ethil G.5.243. 248,23
Routes Configure static routes
Configure DNS servers
Donge Finished network configuration, continue

TR it configuration>

Configure DNS Serwers y
Enter DWNS server IPs:

ODME1
OS2
DME3

< 0k » <Cancel:

a. Enter the DNS server IP addresses. Use the arrow keys to move
between the DNS server IP address entries.

Contigure DWS Serwvers
Enter DNS server IFs:

<Cancelx>

b. With the DNS server IP addresses entered, press the Tab key to select
OK to return to the main menu.
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Configure the Network Interfaces

6. When you have finished configuring the network interfaces, select Done
from the menu.

7. Press the Tab key to select OK and then press Enter.

A test is performed to verify whether the network connectivity to the internet
is working properly.

Configure MNetwork Interfaces
select item to configure:

etho 10.22.1.130/24
ethi 8.5.243.248/23
Routes Configure static routes
I Configure DNS SeErvers
Finished network configuration, continue

TR $  ccit configuration:

A successful completion of the test displays the following message.

Network configuration test passed.

8. Select OK to acknowledge the success test.

You will be prompted to enter your UDP Cloud Direct Portal login credentials.

Arcserve Portal Login
Enter your Arcserve Portal login credentlals:

FPassword

< Ok > <Cancel:

9. Enter the credentials and select OK.
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Configure the Network Interfaces

The successful validation of your UDP Cloud Direct Portal credentials results
into the following message:

Login succeeded.

10. Select OK to acknowledge the message.

The connection status of the UDP Cloud Direct Disaster Recovery Appliance is
displayed.

Current Status (press ESC to refresh)
Status as of: HWed May 17 22:30:36 UTC 2017

Connection to Arcserwve Fortal : active
Site-to-site WFM status : active for 16:08
YPH connectivity to Arcserve Cloud @ active

IF Takeowers configured: Mone

Last reported error: No errors

<Conf igures| <shutdown >
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Complete Disaster Recovery Appliance Configuration in Portal

Complete Disaster Recovery Appliance Con-
figuration in Portal

Now, you need to complete the configuration in the UDP Cloud Direct Portal.

Follow these steps:

1. Open link and enter login credentials.

Login

Account Email

Password

Click here for Ping Identity
Forgat your password?

2. From the UDP Cloud Direct Portal, click the Disaster Recovery tab.

arcserve UDP CLOUD DIRECT

Systems VMware Disaster Recovery

3. Click Configuration & IP Takeover available within the Connect Site-to-Site
box.

Connect Site-to-Site

Access your active VMs by connectin ;;cm local network with our cloud network. Use this
if you're “th office (or have access 0

o e e

gh your company VPN) and if have a partial
disaster with only some of the systems on your site down.

4

Configuration & IP Takeover

4. Enter the external IP address of the UDP Cloud Direct Disaster Recovery Appli-
ance that you just installed, and the network range of your internal network.
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Complete Disaster Recovery Appliance Configuration in Portal

Configure

Appliance Public IP 85243248

Private IP Range e

Save Configuration

Delete Configuration

5. Click Save Configuration.

Within a few minutes, the UDP Cloud Direct Disaster Recovery Appliance
should receive the configuration update from the UDP Cloud Direct Portal
and activate your Site-to-Site VPN. The status of the Site-to-Site VPN con-
nection should be reflected in the UDP Cloud Direct Portal with a green ver-
tical bar indicating a successful connection.

Connect Site-to-Site
Access your active VMs by connecting your local network with our cloud network. Use this
if you're in the office (or have access to it through your company VPN) and if have a partial

disaster with only some of the systems on your site down.

Configuration & IP Takeover

Note: For other machines on your network to be able to access those within your
UDP Cloud Direct Infrastructure, you will need to add a static route. This can either
be done individually on each server that will connect to the UDP Cloud Direct Infra-
structure or on your router.
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